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[ABSTRACT] 

[PROBLEMS] 

To provide a displaying method that makes it possible to 
encrypt/decode only the desired data field on a screen of a computer 
where a plurality of data fields are displayed, for conventionally 
it was impossible to selectively encrypt/decode only the data fields 
on which one desires to perform input operations due to an encryption 
scheme that encrypts the entire screen. 
[CONSTITUTION] 

It consists in retaining encryption keys as instance values for 
respective items of a plurality of classes displayed on a computer 
display screen on which input operations are performed, and by placing 
a cursor C on a specific item among the plurality of items displayed, 
inputting for the item is enabled, and by removing the cursor from 
the item after inputting an appropriate content in the item through 
an input operation, the input content in the item is encrypted for 
display, and by placing the cursor C on the item again, the encrypted 
content of the item is decoded for display on the screen. 

[WHAT IS CLAIMED IS] 
[CLAIM 1] 

A method of displaying a computer display screen, characterized 
in that encryption keys are retained as instance values for respective 
items of a plurality of classes displayed on said computer display 



Best Available Copy - 1 - 




screen on which input operations are performed, and by placing a cursor 
on a specific item among said plurality of items displayed, inputting 
for said item is enabled, and by removing said cursor from said item 
after inputting an appropriate content in the item through an input 
operation, the input content in said item is encrypted for display, 
and by placing said cursor on said item again, the encrypted content 
of the item is decoded for display on said screen. 

[DETAILED DESCRIPTION OF THE INVENTION] 
[0001] 

[TECHNICAL FIELD OF THE INVENTION] 

The present invention relates to a method of displaying a display 
screen on a computer such as a personal computer or workstation. 
[0002] 

Conventionally, when on a computer display screen are displayed 
a plurality of data fields to be operated on and in which input can 
be currently made, in order to select a data field to be operated 
on or in which input will be made, a focus is placed upon the field, 
that is, a cursor is moved to it. 
[0003] 

After the cursor is moved to select sequentially a plurality of 
data fields displayed on the screen, and input operations are 
performed for the necessary items of the selected fields, the display 
contents remain displayed in the data fields on which the input 
operations have been performed. Therefore, when items for highly 
confidential contents are concerned, and it is desirable not to have 
outsiders read them, it is necessary to hide their display on the 
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screen. And doing this essentially requires an operation to hide a 
display. 
[0004] 

However, to perform the operation of hiding a display content 
each time for each of a plurality of data fields displayed on the 
screen is not only bothersome, adding to the number of operations, 
but also, with the disappearance of the display, may even make one 
forget what items have been displayed there. 
[0005] 

Considering this point, conventionally, encrypting is performed 
on the entire display screen. However, with this scheme of encrypting 
the entire screen, it is not possible to selectively decode and display 
only the data fields on which one desires to perform input operations, 
and the entire fields are decoded and displayed. As a result, the 
screen decoded and displayed in its entirety has a problem similar 
to that described above. 
[0006] 

[PROBLEMS TO BE SOLVED* BY THE INVENTION] 

The problem to be solved by the invention is to provide a 
displaying method that does not have the problem described above for 
a screen on a computer as described above having a plurality of data 
fields displayed thereon. 
[0007] 

[MEANS FOR SOLVING THE PROBLEMS] 

The constitution of the display control method of the invention 
for solving this problem is characterized in that encryption keys 
are retained as instance values for respective items of a plurality 
of classes displayed on a computer display screen on which input 
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operations are performed, and by placing a cursor on a specific item 
among the plurality of items displayed, inputting for the item is 
enabled, and by removing the cursor from the item after inputting 
an appropriate content in the item through an input operation, the 
input content in the item is encrypted for display, and by placing 
the cursor on the item again, the encrypted content of the item is 
decoded for display on the screen. 
[0008] 

Here, the cursor has the function of retaining respective 
encryption keys for respective items retrieved from encryption 
classes stored in memory as instance values of the respective classes, 
so that placing the cursor on a specific item would enable inputting 
in the specific item, and removing the cursor from the item would 
encrypt the input content for each item with the encryption key 
assigned for each item, and placing once again the removed cursor 
would decode the input content encrypted. 
[0009] 

[EMBODIMENTS OF THE INVENTION] 

Now, an embodiment of the invention will be described with 
reference to the drawings. Figure 1 is a plan view schematically 
illustrating the relation between a display screen presenting a 
plurality of data fields and encryption keys for respective data 
fields. Figure 2 is a flowchart showing one exemplary processing flow 
of the inventive method. 

[0010] 

With regard to the data fields 1, 2 and 3 of a plurality of classes 
displayed on the screen D in Figure 1, the invention involves placing 
a cursor C on any of the display areas d!-d 3 of specific classes 1-3 
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to perform necessary inputting for the item of the area on which the 
cursor is placed with operations on a keyboard, and then, 
automatically encrypting the input content for any of the display 
areas d!-d 3 of the specific classes 1-3 by removing the cursor C from 
the area in which the input has been made, and automatically decoding 
the previously encrypted item by moving back the cursor C onto any 
of the area d 1 -d 3 . 
[0011] 

By way of example, the encryption key for each item is formed 
for each item as instance value of that class . Thus, in order to decode 
the respective display areas d 1 -d 3 for the classes 1-3 in Figure 1, 
three kinds of keys are required, which ensures high security. The 
configuration of the encryption keys for the present invention may 
be different from that in the above described example. 
[0012] 

Now, the operation procedure of the inventive method will be 
described. First, by operating input means in the form of a keyboard 
or a mouse at a personal computer for example, respective display 
areas of a plurality of classes are displayed on a display screen 
such as a CRT (Step SI) . Then, by operating the input means, a cursor 
is moved to the display area of the class in which one desires to 
make input and kept on the area (Step S2) . For the display area on 
which the cursor is placed, it is determined whether the cursor is 
actually placed on it or not. If the cursor is placed on it, the 
display area is put in a state where inputting is enabled (Step S3) . 
If the cursor is not placed on it, inputting is disabled and the process 
returns to Step S2 . 
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[0013] 

For the display area on which the cursor is placed, it is 
determined in Step S4 whether the area is an encrypted field or not. 
If it is not an encrypted field, an input operation is performed as 
usual (Step S5) . If it is an encrypted field, it is determined whether 
the display item of that area is encrypted or not (Step S6) . 
[0014] 

In Step S6, when the area on which the cursor is placed is not 
yet encrypted, inputting is enabled in Step S7. But, when it is an 
already encrypted area, it is decoded in Step S8. For this display 
area in which inputting is made, it is constantly determined in Step 
S9 whether the cursor is placed on it or not . I f the cursor is removed, 
the input item in plain text in the display area is encrypted (Step 
S6) . So long as the cursor is placed on that area, inputting into 
that area is enabled. Therefore, so long as the cursor is placed on 
the area in which inputting is possible, the area is displayed in 
plain text and also inputting is enabled. 
[0015] 

For areas in which input items are encrypted, the process returns 
to Step S2, it is determined in Step S3 whether the cursor is constantly 
placed on it or not. Since their display remains encrypted unless 
the cursor is placed on them again and the process goes through Step 
S4 and Step S6, plain text inputting from input means such as a keyboard 
is also disabled. However, when the cursor is placed on that area 
again, if it is determined that the area is already encrypted, the 
display of the area is decoded to restore a plain text (Step S6, Step 
S8), and the area again returns to the state where inputting is 
possible (Step S7) . 
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[0016] 

[ADVANTAGES OF THE' INVENTION] 

As described above, according to the invention, with regard to 
two or more display areas displayed on a computer display screen, 
the area on which a cursor is placed is kept in a state where inputting 
is enabled, and then, by removing the cursor from that area after 
making appropriate inputting, the input item displayed in plain text 
in the input area is automatically encrypted. Thus, the encryption 
can be performed for each display area automatically, with the result 
that the need to take care of encryption is eliminated and encrypting 
only the areas that require encryption becomes possible. 

[0017] 

Also, since encrypted display areas can be automatically decoded 
for display as items in plain text by placing the cursor on them again, 
and since input items in encrypted areas can be selectively decoded 
area by area, dealing with a display screen of a computer becomes 
more convenient. 
[0018] 

Furthermore, since a plurality of display areas have different 
keys assigned for each area, that is, for each data field, the 
encryption algorithm can be made more robust and stronger. 

[BRIEF DESCRIPTION OF THE DRAWINGS] 

Figure 1 is a plan view schematically illustrating the relation 
between a display screen presenting a plurality of data fields and 
encryption keys for respective data fields. 

Figure 2 is a flowchart showing one exemplary processing flow 
of the inventive method. 
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[DESCRIPTION OF THE SYMBOLS] 

1,2,3 DATA FIELD 

C CURSOR 

di-c^ DISPLAY AREAS 



[Figure 1] 

#1 ITEM A 

#2 ITEM B 

#3 ITEM C 

#4 ENCRYPTION KEY=GHI 

#5 ENCRYPTION KEY=ABC 

#6 ENCRYPTION KEY=DEF 



[Figure 2] 

#1 START 

#2 INPUTTING DISABLED 

51 DISPLAY FIELDS OF A PLURALITY OF CLASSES ON SCREEN 

52 MOVE FOCUS 

53 IS FOCUS ON? 

54 ENCRYPTED FIELD? 

55 INPUT 

56 IS DATA ENCRYPTED? 

57 INPUT 

58 DECODE 

59 IS FOCUS REMOVED 
S10 ENCRYPT 
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